
AN OVERVIEW ON BIOLOGICAL AN OVERVIEW ON BIOLOGICAL 
WEAPONS THREATWEAPONS THREAT

International Forum “Confronting Biological Threats: Biosecurity, Biological 

Weapons Proliferation and Regional Cooperative Mechanisms”.

Amman, October 27-29, 2008

Guillermo Velarde and Natividad CarpinteroGuillermo Velarde and Natividad Carpintero--SantamaríaSantamaría

Institute of Nuclear FusionInstitute of Nuclear Fusion

Polytechnic University of Madrid (UPM)Polytechnic University of Madrid (UPM)

SpainSpain



INTRODUCTIONINTRODUCTION

DuringDuring ColdCold WarWar chemical,chemical, biologicalbiological andand nuclearnuclear warfarewarfare waswas potentiallypotentially consideredconsidered
byby somesome nationsnations thatthat devoteddevoted partpart ofof theirtheir militarymilitary budgetbudget toto buildbuild aa substantialsubstantial
numbernumber ofof CBNCBN arsenalsarsenals..

TheThe necessitynecessity toto controlcontrol thisthis situationsituation ledled toto thethe signingsigning ofof differentdifferent treatiestreaties boundbound
toto surveysurvey thethe nonnon--proliferationproliferation ofof thisthis armament,armament, itsits production,production, developmentdevelopment andand
stockpilingstockpiling::

�� NonNon ProliferationProliferation ofof NuclearNuclear WeaponsWeapons (NPT,(NPT, 19681968))
�� BiologicalBiological WeaponsWeapons andand ToxinsToxins ConventionConvention (BWC,(BWC, 19721972))
�� ChemicalChemical WeaponsWeapons ConventionConvention (CWC,(CWC, 19931993))



A NEW SCENARIO AFTER THE COLD WARA NEW SCENARIO AFTER THE COLD WAR

TheThe dissolutiondissolution ofof thethe USSR,USSR, aa firstfirst orderorder nuclearnuclear power,power, openedopened aa chapterchapter inin
thethe 2020thth centurycentury thatthat waswas goinggoing toto influenceinfluence internationalinternational policypolicy andand
internationalinternational relationsrelations..

WithWith thisthis backstagebackstage inin perspective,perspective, internationalinternational communitycommunity feltfelt thethe
responsibilityresponsibility toto collaboratecollaborate withwith thethe newnew RussianRussian FederationFederation governmentgovernment inin
thethe securingsecuring ofof formerformer CBNCBN installationsinstallations..thethe securingsecuring ofof formerformer CBNCBN installationsinstallations..

RelatedRelated toto chemicalchemical andand biologicalbiological weaponsweapons facilities,facilities, thethe researchresearch byby DrDr.. AmyAmy
EE.. SmithsonSmithson givesgives aa deepdeep accountaccount ofof thethe contingenciescontingencies thatthat affectedaffected thesethese
centrescentres inin thatthat period,period, andand thethe differentdifferent approachesapproaches takentaken toto dealdeal withwith thethe
situationsituation inin thethe bestbest wayway.. “The“The reportreport providesprovides anan overviewoverview ofof aa significantsignificant
andand complexcomplex proliferationproliferation dilemmadilemma andand appraisesappraises thethe effortsefforts beingbeing mademade toto
addressaddress it”it” (Dr(Dr.. AmyAmy EE.. SmithsonSmithson:: 19991999))..



SCIENTIFIC COOPERATION AT ISTCSCIENTIFIC COOPERATION AT ISTC

AA veryvery relevantrelevant aspectaspect ofof thethe internationalinternational collaborationcollaboration toto reinforcereinforce

internationalinternational security,security, waswas thethe foundingfounding ofof thethe InternationalInternational ScienceScience andand
TechnologyTechnology CentreCentre (ISTC),(ISTC), anan intergovernmentalintergovernmental organizationorganization thatthat waswas
establishedestablished inin 19921992 amongamong thethe EuropeanEuropean Union,Union, thethe RussianRussian Federation,Federation, thethe
UnitedUnited StatesStates andand Japan,Japan, toto provideprovide workwork opportunitiesopportunities toto thethe scientistsscientists ofof thethe
CommonwealthCommonwealth ofof IndependentIndependent StatesStates thatthat hadhad formerlyformerly workedworked inin weaponsweaponsCommonwealthCommonwealth ofof IndependentIndependent StatesStates thatthat hadhad formerlyformerly workedworked inin weaponsweapons
branchbranch.. ByBy 20062006 thethe ISTCISTC hadhad fundedfunded 6767,,684684 scientistsscientists andand theirtheir teamteam
membersmembers inin 922922 researchresearch institutesinstitutes inin projectsprojects forfor civilcivil purposespurposes..
(www(www..istcistc..ru)ru)

OurOur InstituteInstitute ofof NuclearNuclear FusionFusion heldheld sincesince 19831983 aa scientificscientific collaborationcollaboration withwith
thethe LebedevLebedev PhysicalPhysical InstituteInstitute ofof Moscow,Moscow, duedue toto thethe friendshipfriendship ofof
AcademicianAcademician NicolaiNicolai Basov,Basov, NobelNobel PrizePrize ofof Physics,Physics, andand ProfessorProfessor GuillermoGuillermo
Velarde,Velarde, DirectorDirector andand founderfounder ofof thethe InstituteInstitute ofof NuclearNuclear FusionFusion..



Academician Basov, Professor Velarde, Professor Perlado and our colleagues at Lebedev 

Physical Institute – Moscow 1994



BIOTECHNOLOGYBIOTECHNOLOGY: : A NEW CHALLENGE IN THE NON A NEW CHALLENGE IN THE NON 
PROLIFERATION PROCESSPROLIFERATION PROCESS

BiotechnologyBiotechnology isis anan interdisciplinaryinterdisciplinary processprocess withwith aa vastvast scopescope ofof
applicationsapplications whichwhich requiresrequires thethe contributioncontribution ofof conceptsconcepts andand
methodologiesmethodologies fromfrom severalseveral scientificscientific fieldsfields:: genetics,genetics, microbiology,microbiology,
cellularcellular biology,biology, biochemistry,biochemistry, biocomputing,biocomputing, bioengineering,bioengineering, chemicalchemical
engineering,engineering, etcetc..

OneOne ofof thethe pillarspillars ofof biotechnologybiotechnology isis microbiologymicrobiology.. MicroMicro--organismsorganisms
presentpresent manymany opportunitiesopportunities forfor numerousnumerous applicationsapplications.. TheyThey growgrow fastfast
andand fromfrom thethe geneticgenetic pointpoint ofof viewview isis notnot difficultdifficult withwith thethe use,use, amongamong
presentpresent manymany opportunitiesopportunities forfor numerousnumerous applicationsapplications.. TheyThey growgrow fastfast
andand fromfrom thethe geneticgenetic pointpoint ofof viewview isis notnot difficultdifficult withwith thethe use,use, amongamong
otherother instruments,instruments, ofof bioreactorsbioreactors whichwhich actingacting asas biologicalbiological catalyserscatalysers
couldcould provideprovide theirtheir maximummaximum efficiencyefficiency..

HoweverHowever andand althoughalthough biotechnologybiotechnology hashas gotgot asas mainmain objectivesobjectives veryvery
importantimportant mattersmatters involvinginvolving medicinemedicine (diagnosis(diagnosis ofof geneticgenetic andand infectioninfection
illnesses,illnesses, newnew vaccines,vaccines, etc)etc);; nutritionnutrition (vitamins)(vitamins);; environmentenvironment (biofuels)(biofuels);;
agricultureagriculture (pesticides)(pesticides) andand soso on,on, itit cannotcannot bebe leftleft apartapart itsits potentialpotential
maliciousmalicious useuse oror mismanagementmismanagement..



BIOSECURITY RESEARCHBIOSECURITY RESEARCH

BiotechnologyBiotechnology companiescompanies inin differentdifferent countriescountries aroundaround thethe worldworld areare presentlypresently doingdoing
researchresearch forfor thethe developingdeveloping andand improvementimprovement ofof devicesdevices thatthat cancan detectdetect andand measuremeasure
biobio--organismsorganisms inin thethe airair.. TheThe methodsmethods appliedapplied forfor thisthis detectiondetection andand identificationidentification areare
basedbased onon massmass spectrometry,spectrometry, cultureculture andand pyrolisispyrolisis..

AtAt LawrenceLawrence LivermoreLivermore NationalNational LaboratoryLaboratory (LLNL)(LLNL) inin thethe USA,USA, aa multidisciplinarymultidisciplinary
projectproject inin thethe fieldfield ofof biodetectorsbiodetectors isis beingbeing carriedcarried outout inin thethe BioSecurityBioSecurity andand
NanosciencesNanosciences LaboratoryLaboratory (BSNL)(BSNL).. TheThe researchresearch isis basedbased onon nanosciencenanoscience that,that, withwith
thethe studystudy ofof materialsmaterials atat aa thousandthousand--millionthmillionth--ofof--aa--metermeter resolution,resolution, areare givinggivingthethe studystudy ofof materialsmaterials atat aa thousandthousand--millionthmillionth--ofof--aa--metermeter resolution,resolution, areare givinggiving
scientistsscientists thethe possibilitypossibility toto workwork withwith moleculesmolecules inin theirtheir naturalnatural environment,environment, andand
developdevelop molecularmolecular machinesmachines thethe sizesize ofof microbesmicrobes andand eveneven smallersmaller..

InIn NovemberNovember 20052005 itit waswas publishedpublished thatthat thethe DutchDutch ResearchResearch InstituteInstitute TNOTNO PrinsPrins
MauritsMaurits Laboratory,Laboratory, inin cooperationcooperation withwith thethe TechnicalTechnical UniversityUniversity ofof DelftDelft andand BrukerBruker--
DaltonikDaltonik ofof Germany,Germany, hashas developeddeveloped aa newnew bioaerosolbioaerosol alarmalarm detectordetector thatthat cancan
measuremeasure thethe presencepresence inin thethe airair ofof biologicalbiological warfarewarfare agentsagents inin realreal time,time, basedbased onon
fluorescencefluorescence prepre--selectionselection..



THE AWARENESS OF PREVENTIONTHE AWARENESS OF PREVENTION

TheThe BiologicalBiological WeaponsWeapons andand ToxinsToxins ConventionConvention (BWC),(BWC), thatthat
complementcomplement thethe GenevaGeneva ProtocolProtocol ((19251925),), waswas openopen forfor signaturesignature onon
AprilApril 1010,, 19721972 andand enteredentered intointo forceforce onon MarchMarch 2626,, 19751975.. But,But, unlikeunlike itsits
homonymshomonyms NPTNPT andand CWC,CWC, thethe BWCBWC diddid notnot includeinclude aa protocolprotocol withwith thethe
mechanismsmechanisms toto verifyverify thethe strictstrict compliancecompliance ofof thethe StatesStates PartiesParties..

InIn 20012001 thethe OrganisationOrganisation forfor EconomicEconomic CoCo--operationoperation andand DevelopmentDevelopmentInIn 20012001 thethe OrganisationOrganisation forfor EconomicEconomic CoCo--operationoperation andand DevelopmentDevelopment
(OECD)(OECD) createdcreated thethe BiologicalBiological ResourceResource CentresCentres (BRCs)(BRCs) toto assessassess
biologicalbiological materialsmaterials andand theirtheir differentdifferent biosecuritybiosecurity riskrisk levelslevels..

ProjectProject BioshieldBioshield waswas launchedlaunched inin thethe UnitedUnited StatesStates onon JulyJuly 2121,, 20042004 asas
partpart ofof thethe BiodefenseBiodefense ProgramProgram establishedestablished byby thethe AmericanAmerican
governmentgovernment inin 20012001.. WithinWithin itsits frame,frame, bothboth thethe CentreCentre forfor DiseaseDisease
ControlControl (CDC)(CDC) ofof AtlantaAtlanta andand thethe AmericanAmerican RedRed CrossCross havehave openedopened anan
informationinformation centrecentre inin orderorder toto answeranswer questionsquestions fromfrom thethe generalgeneral
publicpublic.. (www(www..redcrossredcross..org/prepandness)org/prepandness)



THE AWARENESS OF PREVENTIONTHE AWARENESS OF PREVENTION

INTERPOLINTERPOL launchedlaunched inin 20042004 aa preventivepreventive BioterrorismBioterrorism ProgramProgram.. TheThe
BioterrorismBioterrorism PreventionPrevention ResourceResource CentreCentre isis linkedlinked toto thisthis Program,Program, togethertogether
withwith thethe BiocriminalizationBiocriminalization ProjectProject (September(September 20062006)).. ThisThis lastlast initiativeinitiative hashas
amongamong otherother objectivesobjectives “Identifying“Identifying prioritypriority countriescountries inin needneed ofof assistanceassistance
forfor strengtheningstrengthening lawslaws thatthat outlawoutlaw biologicalbiological weaponsweapons activitiesactivities andand provideprovide
suchsuch assistanceassistance toto thethe prioritypriority countries”countries”.. (www(www..interpolinterpol..int)int)

InIn thethe casecase ofof Spain,Spain, apartapart ofof otherother nationalnational programs,programs, ourour preventivepreventive andand
defensedefense policypolicy relatedrelated toto biologicalbiological incidentsincidents isis alsoalso understoodunderstood inin thethe frameframe
ofof NATONATO defencedefence.. AsAs toto thethe SpanishSpanish Army,Army, therethere areare severalseveral unitsunits especiallyespecially
trainedtrained inin CBNCBN threatthreat andand providedprovided withwith specificspecific systemssystems forfor thethe analysesanalyses ofof
samplessamples inin thethe formform oror gas,gas, liquidliquid oror solidsolid.. DefenceDefence systemssystems establishedestablished byby
NATONATO areare presentlypresently channelledchannelled byby meansmeans ofof thethe NRFNRF (NATO(NATO ResponseResponse Force)Force)
thatthat waswas approvedapproved atat thethe PraguePrague summitsummit inin NovemberNovember 20022002 andand whichwhich
constitutesconstitutes anan internationalinternational unitunit ofof responseresponse ofof thethe AllianceAlliance..

InIn 20032003 NATONATO launchedlaunched aa MultinationalMultinational CBRNCBRN DefenceDefence BattalionBattalion basedbased inin thethe
CzechCzech Republic,Republic, aa relevantrelevant internationalinternational authorityauthority inin thethe areaarea ofof CBRNCBRN
defencedefence..



OTHER WMD THREATSOTHER WMD THREATS

TheThe potentialpotential perspectiveperspective ofof WMDWMD threatthreat cancan alsoalso bebe extendedextended toto
nuclearnuclear weaponsweapons.. ThisThis threatthreat includesincludes nuclearnuclear terrorismterrorism whichwhich isis anan
evilevil applicationapplication ofof nuclearnuclear energy,energy, inin thethe samesame wayway asas chemicalchemical andand
biologicalbiological terrorismterrorism couldcould bebe consideredconsidered thethe evilevil applicationapplication ofof
chemistrychemistry andand biologybiology..

TheThe conceptconcept ofof nuclearnuclear terrorismterrorism involvesinvolves thethe useuse ofof::TheThe conceptconcept ofof nuclearnuclear terrorismterrorism involvesinvolves thethe useuse ofof::

�� RadiologicalRadiological DispersionDispersion DevicesDevices (RDDs)(RDDs) (commony(commony knownknown asas
dirtydirty bombsbombs))..

�� ImprovisedImprovised NuclearNuclear DevicesDevices (INDs)(INDs)..
�� AttacksAttacks toto NuclearNuclear FacilitiesFacilities (ANFs)(ANFs)..



OTHER WMD THREATSOTHER WMD THREATS

�� RDDsRDDs havehave notnot militarymilitary interestinterest andand areare discardeddiscarded asas tactictactic
weaponsweapons.. TheirTheir objectivesobjectives areare toto generategenerate panicpanic andand chaos,chaos, withwith
highhigh costscosts ofof decontaminationdecontamination.. TheyThey areare alsoalso knownknown asas WeaponsWeapons ofof
MassMass DisruptionDisruption..

�� INDsINDs areare nuclearnuclear fissionfission bombsbombs (atomic(atomic bombs)bombs) mademade ofof highlyhighly
enrichedenriched uraniumuranium oror plutoniumplutonium which,which, duedue toto bothboth aa deficientdeficient projectprojectenrichedenriched uraniumuranium oror plutoniumplutonium which,which, duedue toto bothboth aa deficientdeficient projectproject
oror aa lacklack ofof appropriateappropriate controlcontrol onon itsits materials,materials, renderrender aa yieldyield
explosionexplosion ofof onlyonly aa fractionfraction ofof kilotonkiloton..

�� ANFsANFs wouldwould bebe thatthat attackattack carriedcarried outout withwith conventionalconventional explosivesexplosives
oror byby thethe impactimpact withwith vehiclesvehicles withwith explosives,explosives, gasoline,gasoline, kerosene,kerosene,
etcetc



GLOBAL INITIATIVES TO COMBAT WMD THREATGLOBAL INITIATIVES TO COMBAT WMD THREAT

InIn JuneJune 20022002 duringduring thethe KananaskisKananaskis (Canada)(Canada) summitsummit heldheld byby thethe GG88,, itit waswas
announcedannounced thethe creationcreation ofof aa GlobalGlobal PartnershipPartnership AgainstAgainst thethe SpreadSpread ofof WeaponsWeapons andand
MaterialsMaterials ofof MassMass DestructionDestruction.. ThisThis GlobalGlobal PartnershipPartnership hadhad asas mainmain goalsgoals thethe nonnon--
proliferation,proliferation, disarmamentdisarmament andand counterterrorismcounterterrorism mattersmatters..

InIn JulyJuly 20062006 itit waswas launchedlaunched thethe GlobalGlobal InitiativeInitiative toto CombatCombat NuclearNuclear TerrorismTerrorism.. ThisThis
Initiative,Initiative, whichwhich worksworks onon aa multilateral,multilateral, bilateralbilateral andand domesticdomestic bases,bases, waswas takentakenInitiative,Initiative, whichwhich worksworks onon aa multilateral,multilateral, bilateralbilateral andand domesticdomestic bases,bases, waswas takentaken
duringduring thethe celebrationcelebration ofof thethe GG88 countriescountries meetingmeeting heldheld inin SanSan PetersburgPetersburg (Russian(Russian
Federation)Federation).. ItIt isis anotheranother internationalinternational efforteffort toto collaboratecollaborate inin thethe fightfight againstagainst thethe
potentialpotential acquisitionacquisition byby nonnon--statestate actorsactors ofof nuclearnuclear andand radioactiveradioactive materialsmaterials..

SpainSpain waswas invitedinvited toto joinjoin thisthis InitiativeInitiative inin JuneJune 20072007 andand 7373 countriescountries havehave presentlypresently
endorsedendorsed thethe agreement,agreement, beingbeing thethe lastlast meetingmeeting inin MadridMadrid onon 1616--1818 JuneJune 20082008.. TheThe
PartnersPartners ofof thethe GlobalGlobal InitiativeInitiative havehave metmet previouslypreviously inin RabatRabat (Morocco)(Morocco) inin OctoberOctober
20062006;; inin AnkaraAnkara (Turkey)(Turkey) inin FebruaryFebruary 20072007 andand inin AstanaAstana (Kazakhstan)(Kazakhstan) inin JuneJune 20072007..



SOME CONCLUSIONSSOME CONCLUSIONS

�� BiologicalBiological researchresearch hashas stillstill aa longlong wayway aheadahead toto combatcombat thethe highhigh raterate ofof
infectiousinfectious diseasesdiseases thatthat dramaticallydramatically affectaffect manymany countriescountries inin thethe worldworld..

�� AccordingAccording toto thethe WHOWHO ReportReport onon InfectiousInfectious Diseases,Diseases, moremore thanthan 1313
millionmillion peoplepeople diedie annuallyannually asas aa resultresult ofof themthem.. OneOne inin twotwo deaths,deaths, inin
developingdeveloping countriescountries.. OneOne ofof thesethese diseases,diseases, MalMal dede Chagas,Chagas, (Chagas(Chagas
disease)disease) isis endemicendemic inin Mexico,Mexico, CentralCentral AmericaAmerica andand SouthSouth AmericaAmerica.. TheThe
parasiteparasite affectsaffects 1111 millionmillion peoplepeople annuallyannually.. (World(World HealthHealth OrganizationOrganizationparasiteparasite affectsaffects 1111 millionmillion peoplepeople annuallyannually.. (World(World HealthHealth OrganizationOrganization
ReportReport onon InfectiousInfectious DiseasesDiseases.. wwwwww..whowho..int)int) OrOr malaria,malaria, whichwhich
accordingaccording alsoalso toto WHO,WHO, havehave causedcaused 881881,,000000 deathsdeaths inin 20062006.. ((WorldWorld
MalariaMalaria ReportReport 20082008))..

�� SophisticatedSophisticated advancesadvances inin biotechnologybiotechnology areare leadingleading toto engineeredengineered
pathogenspathogens which,which, inin turn,turn, areare anan addedadded challengechallenge inin thethe nonnon--proliferationproliferation
controlcontrol processprocess..



SOME CONCLUSIONSSOME CONCLUSIONS

�� BothBoth biologicalbiological weaponsweapons andand nuclearnuclear weaponsweapons havehave inin commoncommon toto bebe
thethe mostmost damagingdamaging weaponsweapons inin aa worstworst--casecase scenarioscenario..

�� CurrentCurrent internationalinternational situationsituation posesposes thethe necessitynecessity ofof restructuringrestructuring
formerformer securitysecurity patternspatterns thatthat werewere validvalid inin thethe secondsecond halfhalf ofof thethe lastlast
centurycentury..centurycentury..

�� TheThe emergingemerging ofof powerfulpowerful nonnon--statestate actorsactors thatthat hashas ledled toto aa newnew
statusstatus inin thethe policypolicy ofof nonnon--proliferation,proliferation, requiresrequires aa newnew approachapproach inin
WMDWMD controlcontrol inin whichwhich international,international, interdisciplinaryinterdisciplinary andand
multidisciplinarymultidisciplinary collaborationcollaboration areare toto playplay aa definitivedefinitive rolerole..


