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Improving laboratory biosecurity

• Local measures include
– improved biosafety
– improved infrastructure
– security of facilities
– vetting & training of staff, etc.

• National measures include• National measures include
– export controls to regulate cross-border transfers of dangerous 

pathogens & toxins, & associated intangible technology
• assure biosecurity level of end-user
• help prevent inadvertent transfer of dangerous pathogens & toxins 

for BW purposes
• help prevent diversion for BW either deliberately or through 

negligence 



Fulfilling international NP treaty 
obligations

• BTWC Article III: ‘Each State Party to this Convention undertakes not to 
transfer to any recipient whatsoever, directly or indirectly, … any of the 
agents, toxins, … specified in article I of this Convention’

• 6th Review Conference re-affirmations re Art. III:
– covers ‘any recipient whatsoever at the international, 

national or sub-national levels’
– ‘effective national export controls’ are important to 

implementation of Article III - ‘in order to ensure 
that direct and indirect transfers relevant to the 
implementation of Article III - ‘in order to ensure 
that direct and indirect transfers relevant to the 
Convention, to any recipient whatsoever, 
are authorized only when’ legitimate.

– implementation linked not only to export controls 
but also to effective national biosecurity & biosafety 
measures (‘to control access to and handling of such 
agents and toxins’).

– That legitimate transfers should not be unduly
impeded by such measures.

• This view is reinforced under United Nations
Security Council Resolution 1540



Making export controls effective

• Aim:
– Help prevent deliberate or inadvertent aiding of BW 

proliferators, &…
– Do not impede legitimate transfers of pathogens & 

toxinstoxins

• Required for effective controls:
– Consistency with international norms
– Export licence applications competently & 

systematically assessed
• Details provided of quantity, value, destination, end-user, & 

an end-user undertaking
• Availability of expert technical advice



Making export controls effective
• Export control authorities outreach to exporters (e.g., culture 

collections)
– awareness of threat
– awareness of need for & requirements of export control regulations
– enable them to recognise indicators of suspicious enquiries, e.g.:

• Reluctance to explain why pathogens or toxins are required, or provide an 
end-use

• Request to send to a forwarding address• Request to send to a forwarding address
• Reluctance to provide clear answers to normal commercial or technical 

questions
• End-user would not normally be expected to acquire such items
• Unusually favourable payment terms such as higher price &/or lump-sum 

cash payment are offered
• Unusual shipping, packaging or labelling arrangements are requested
• The customer is new to you & your knowledge about him/her is incomplete
• There are unusual requirements for excessive confidentiality about final 

destinations, or customers, or specifications of items
• Unusual quantity ordered, etc.



Making export controls effective

• Export control authorities outreach to exporters
– through internet
– trade associations
– academic institutions
– compliance visits

• Customs officials
– training in recognition of controlled goods
– timely access to technical & scientific expertise for 

further advice



Avoiding unduly restrictive controls

• Regular review of control lists for dangerous pathogens 
& toxins
– changing nature of the emerging disease threat

• Appropriate ‘de-controls’/exemptions, e.g.
– clinical or environmental specimens or samples
– live vaccines– live vaccines

• Expedited licensing with established bona fide suppliers 
& end-users

• Criteria/performance indicators for controlled pathogens 
& toxins - practicality & effectiveness:
– Critical impact/Choke point
– Controllability
– Credibility



Summary
• Much money & effort now put into improving biosecurity of 

laboratories working with dangerous pathogens & toxins
• Biosecurity does not stop at the perimeter fence of such 

laboratories
– often asked to supply micro-organisms & other dual-use 

materials to other countries as part of the legitimate fight 
against disease

• Effective export controls needed to prevent inadvertent 
transfer of dangerous pathogens & toxins to BW 
proliferators

• Controls help states fulfil obligations under BTWC & CWC
• To be effective they need to be

– internationally consistent & relevant
– competently & expertly assessed & implemented
– understood by both exporters & officials


